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USER’S GUIDE TO THE EUROPEAN UNION CODE OF CONDUCT ON ARMS
EXPORTS

Introductory note

All Member States have agreed to apply the EU Code of Conduct on Arms Exports when assessing
applications to export items listed in the agreed EU Common Military List. The Code of Conduct
also aims to improve the sharing of information between Member States and to increase mutual

understanding of their export control policies.

The User’s Guide is intended to help Member States apply the Code of Conduct. It does not replace
the Code in any way, but summarises agreed guidance for the interpretation of its criteria and
implementation of its operative provisions. It is intended for use primarily by export licensing

officials.

This User's Guide will be regularly updated. The most recent version will be available on the

Security-related export controls web-page of the Council internet site.
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CHAPTER 1 - DENIAL NOTIFICATIONS AND CONSULTATIONS

Introduction

Operative Provision 3 of the Code of Conduct states that Member States are to circulate details of

licences refused together with an explanation of why the licence has been refused.

Sharing information on denials is one of the most important means through which the aims of
Member States’ export control policies, and the convergence of these policies, can be achieved.
This chapter is intended to clarify Member States’ responsibilities in this area. It also takes into
consideration the fact that, on 23 June 2003, Member States agreed to assess applications for

licences to carry out specific brokering transactions against the provisions of the Code.
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Section 1: The definition of a denial

1.1.1 Operative Provision 3 of the Code of Conduct states that “a denial of a licence is understood
to take place when the Member State has refused to authorise the actual sale or ... export of the
item of military equipment concerned, where a sale would otherwise have come about, or the
conclusion of the relevant contract. ...a notifiable denial may, in accordance with national
procedures, include denial of permission to start negotiations or a negative response to a formal

initial enquiry about a specific order.”

1.1.2  Practices currently differ between Member States as to when their companies approach their
government authorities to get export permissions. Some Member States will consider a request from
business only when the formal export licence is applied for. Others deal with industry more
informally, giving early and non-binding indications as to whether or not a proposed transaction

would be permitted.

1.1.3  Whether the company’s request concerning a possible export is made at an early stage in the
marketing process or just prior to an export order being received, the request has meet certain
formal requirements before a formal response can be given and, if negative, notified as a denial by
the government authority. In the absence of certain factual information, a request could only be
discussed on the basis of assumptions rather than handled as an application by the competent
authority. A request over the telephone or a brief e-mail with general information or questions
would therefore not constitute a situation in which the authority could approve or deny a specific

business opportunity.

1.1.4 A denial should be notified when the government authority has refused an application for
export approval made in writing (email, fax, or letter) with a certain degree of precision giving the
competent authority enough information on which to make a decision. The minimum level of

information that the written request has to contain is:
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e country of destination;

e full description of the goods concerned, including quantity and where appropriate technical
specifications;

e Dbuyer (specifying whether the buyer is a government agency, branch of the armed forces,
paramilitary force or a private natural or legal person);

e proposed end-user.

1.1.5 A denial notification (DN) should also be issued when:

e a Member State revokes an extant export licence;

e a Member State denies an export licence that is relevant to the scope of the Code, and has
already circulated a DN relating to this denial in other international export control regimes;

e a Member State has refused an export transaction deemed essentially identical to a transaction
previously refused by another Member State and notified as a denial. Among the points to be
assessed more particularly in order to determine whether a transaction is “essentially identical”
are the technical specifications, the quantities and volumes, and the customers and end-users of

the goods concerned.

1.1.6 By contrast, in the following situation, a denial notification (DN) should not be issued:

e an application for approval has either not been made in writing or has not provided all the

information required in section 1.4 above.

1.1.7 In the case of a licence being refused on the basis of a national policy that is stricter than
that required under the Code, a DN could be issued "for information only". Such DN would be

added to the central database by the Secretariat, but it would remain de-activated.
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Section 2: The denial information to be notified

1.2.1 It is vital for the successful operation of the DN system that all relevant information is
provided when notifying a denial, so that this information can be taken into account by other
Member States in developing their export control policies. This section therefore sets out
harmonised notification forms for DNs for export and brokering licences (model Form 1, in the

Annex) and for modifications and revocations of DNs (model Form 2 in the Annex).

1.2.2  Descriptions of these information elements are set out below:

Identification number

Standard registry number assigned by the issuing Member State, in the following format:

Standard acronym to identify regime (EUARMS)/two-letter acronym for issuing country/year (4
numbers)/serial number (3 numbers). For example, EUARMS/PT/2005/007,
EUARMS/ES/2003/168.

Country of final destination

Country where (according to the exporting country’s information) the end-user is located.

Date of notification

Date of the message that informs EU partners of the decision to deny, or to amend or revoke the

denial.
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Contact details for more information

Name, phone number, fax number and email address of a person who can provide further

information.

Short description of the goods

Technical specification, permitting a comparable assessment. If necessary for this purpose,
technical parameters should be indicated. The French/English glossary of technical terms (to be
developed) should be used where appropriate. In addition to this description, the following

voluntary information may be provided:
- Quantity
- Value

- Manufacturer of the goods

Control List reference

Identification of the item number of the notified goods on the most recently agreed version of the
EU Common Military List (with sub-item number where applicable) or on the dual-use goods list
(give official reference) for goods on which DN information is shared pursuant to Operative

Provision 6 of the Code of Conduct.

Stated end-use

Information on the intended use of the notified commodity (e. g. spare part for..., incorporation in

..., use as...). If it is a supply to a project, the name of the project should be indicated.
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Consignee and end-user

This information should be as detailed as possible in order to permit a comparable assessment.
Name/address/country/telephone number/fax number/e-mail address should be given in separate

fields.

Reason for notification of denial/amendment/revocation

In case of a denial, the applicable criteria of the EU Code of Conduct for arms exports are

given here. Where the relevant criteria consist of numerous “sections” (e.g. 7 (a), (b), (c) and (d)),
they shall specify which one(s) were relevant. In case of amendment or revocation of a notification,
a short explanation should be added, e.g. following lifting of an embargo, replacement by

notification X, etc.

Additional remarks

Any additional information that could be helpful to other Member States in their assessment.

Voluntary.

Origin country of the goods

Country from which the brokered goods are being exported. This category should only be filled in
for brokering DNs.

Broker's name and details

Name(s), business address(es), country, telephone number(s), fax number(s) and e-mail address(es)
of the brokers whose application for a licence has been refused. This category should only be filled

in for brokering DNs.
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Information element(s) to be amended

Specify which item of the original notification is to be changed.

New information element(s)

New content of the modified item.

Effective date of amendment or revocation

The date on which the decision to amend or revoke the denial takes effect.

1.2.3 As agreed in article 5 in Council Common Position 2003/468/CFSP on the control of arms
brokering, Member States will exchange information, inter alia, in the area of "denials of registering
applications (if applicable)". The attached Form 3 is a harmonized notification form for DNs on

applications for brokering registration.
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Section 3: Revocation of Denial Notifications

1.3.1 The purpose of a denial notification is that it provides information on a Member State’s
export control policy that other Member States should then be able to take into account in their own
export licensing decisions. Whilst it would not be possible for a Member State’s stock of DNs to
perfectly reflect its export control policy at all times, Member States can keep information up to

date by revoking denial notifications where appropriate.

1.3.2 Revocations shall be carried out by COREU message as soon as possible after the decision
to revoke has been made, and in any event within 3 weeks of this decision. The Member State shall

use Form 2 (see Annex) for this purpose.

1.3.3 Member States shall annually review their extant denial notifications and revoke a
notification if a change in national thinking means it is no longer relevant (updating), and suppress
multiple notifications relating to essentially identical transactions (tidying) in order to retain only

the ones which are most relevant to national export control policy.

1.3.4 Revocations shall also take place in the following circumstances:

e A Member State grants an export licence for a transaction that is “essentially identical” to a
transaction it has denied in the past. In this case, the DNs that it issued previously shall be
revoked.

e After an arms embargo has been lifted. In this case, Member States shall revoke the denials that
were solely based on the embargo, within one month of the lifting of the embargo.

e A Member State decides that a licence which it previously revoked should be reinstated (see

Section 1.1.5, first bullet)

1.3.5 It is not necessary for Member States to revoke DN that were issued more than three years
previously. These DNs will be automatically de-activated on the central data base by the Council

Secretariat (see Section 1.4 8 below). Though de-activated, they will remain on the data base.

10684/1/07 REV 1 (en) 12
DGE WMD EN



Section 4: Notifying denials and carrying out consultations

Export licences

Denial notifications: circulation

1.4.1 When an arms export or brokering licence is denied, the Member State must circulate the

denial notification no more than one month after the licence has been refused.

1.4.2 Member States will circulate denials to all other Member States using Form 1. All fields
must be filled in, or an explanation should be given of why a field is not relevant. Incomplete

notifications will not be entered on the database by the Council Secretariat.

1.4.3 All denial notifications, revocations and modifications must be written in either English or
French. They are to be circulated by COREU to all Member States (the message will automatically
be copied to the Council Secretariat). The classification should be “Restricted”. The priority setting

should be “urgent”.

Denial notifications: handling and storage

1.4.4 The Council Secretariat will operate a central DN database for export licence DNs. This will
not prevent Member States from operating their own databases. The central DN database is a
resource for all Member States to use. The database will allow Member States to search on any of
the denial notification fields (country issuing the DN; country of destination of the equipment;
criteria for refusal; description of goods,...), or combinations of fields. The database will allow

statistics based on these fields to be compiled.

1.4.5 The information on the database is classified ‘Restricted” and will be treated as such by all
Member States and the Council Secretariat. It will be in the English language. Where the
information provided is in French it will be translated into English by the Council Secretariat. For

this purpose, the Member States will compile a glossary of technical terms.
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1.4.6 The Council Secretariat will check each Form 1 DN to ensure that it contains all the
essential information. If complete, it will be entered in the central database. If essential information
has been omitted, the Secretariat will request this information from the Member State that has
issued the denial. Denial notifications will not be entered in the database until at least the following

information has been received:

- identification number;

- country of destination;

- short description of the goods (with their matching control list number);

- stated end-use;

- name and country of consignee, or end-user if different (specifying whether the buyer is a
government agency, the police, army, navy or air force, a paramilitary force, or a private natural
or legal person and, if denial is based on criterion 7, the name of the natural or legal person);

- reasons for denial (these should include not only the number(s) of the criteria, but also the
elements on which the assessment is based);

- date of the denial (or information on the date when it takes effect, unless it is already in force).

1.4.7 When the Council Secretariat receives a Form 2 message revoking a DN, it will remove this
DN from the central DN database. When the Council Secretariat receives a Form 2 message to
change the details in a DN, it will amend them as requested so long as the new information

conforms to the agreed format.

1.4.8 The Council Secretariat will regularly check each month that none of the active DNs on the
central DN data base are more than 3 years old. All DNs of more than 3 years old shall be de-

activated, though the information will remain on the database.

1.4.9 Until remote access to a secure database is possible, the Council Secretariat will, around the
first working day of each month, send to Member States, via nominated persons in their Permanent
Representations in Brussels, a disc containing the latest version of the database. Appropriate

security procedures will be followed.
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Consultation Procedures

1.4.10 When Member States are considering granting an export licence, they should consult the
database to see if another Member State has denied an essentially similar transaction, and if so,

consult the Member State(s) which issued the denial(s).

1.4.11 If a Member State is not sure whether or not a DN on the central database constitutes an

‘essentially identical transaction’; it should initiate a consultation in order to clarify the situation.

1.4.12 Consultations shall be sent via COREU in English or French, addressed to the Member State
who has issued the DN, and copied to all other Member States. The message will be in the

following format:

“[Member State X] would be grateful for further information from [Member State Y] on EU Code
of Conduct denial notification [identification number and destination concerned], as we are
considering a relevantly similar licence application. Under the Users’ Guide of the Code of
Conduct, we hereby request a response on or before [deadline date]. It will be considered that there
has been no response unless we receive a reply by this date. For further information please contact

[name, telephone number, e-mail address].”

1.4.13 The deadline is 3 weeks from the date of transmission of the consultation request, unless
otherwise agreed between the parties concerned. If the consulted Member State has not responded

within this time, it is presumed to have no objection to the licence application.

1.4.14 If a Member State’s refusal was based on intelligence information, it may choose to state
that “The refusal was based on information from sensitive sources”. The consulting Member State

would then usually refrain from asking for further details about the source of this information.
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1.4.15 The consulted Member State may, within the 3 week period, request an additional extension

of one week. This should be requested as soon as practicable.
1.4.16 Whilst the initial consultation must be made in the manner set out above, Member States
may continue the consultation through any jointly agreed format. However, the consulted Member

State should provide a full explanation of this grounds for its refusal.

1.4.17 EU Member States will keep such denials and consultations confidential. They will treat

them in the appropriate manner and not use them for commercial advantage.

After the consultation has ended

1.4.18 The consulting Member State shall inform all Member States, by COREU, of its decision on
the licence application, including a brief statement of its reasoning. The consulting Member State

should send this notification within 3 weeks of reaching a decision.
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Licences for brokering, transit or transhipment, and intangible transfers of technology

1.4.19 All of the above procedures for the circulation, handling and storage of DNs, consultations
and post-consultation actions (paragraphs 1.4.1 — 1.4.18), should also be followed in the case of
DNs for brokering, transit and transhipment licences and licences for intangible transfers of

technology.

1.4.20 All Member States which have laws on brokering and operate a licensing system for
brokering transactions should notify denials in the same way as for export licence denials in
accordance with and to the extent permitted by their national legislation and practice. Brokering
DNs should be recorded on a separate database by the Council Secretariat, which will circulate it,

together with the export licence DN database, on a monthly basis.
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CHAPTER 2 - LICENSING PRACTICES

Section 1: Best practices in the area of end-user certificates

2.1.1 There is a common core of elements that should be in an end-user certificate when one is
required by a Member State in relation to an export of items on the EU Common Military List.
There are also some elements which might be required by a Member State, at its discretion.
2.1.2 The end-user certificate should at a minimum set out the following details:
- exporter's details (at least name, address and business name);
- end-user's details (at least name, address and business name). In the case of an export to
a firm which resells the goods on the local market, the firm will be regarded as the end-
user;

- country of final destination;

- a description of the goods being exported (type, characteristics), or reference to the

contract concluded with the authorities of the country of final destination;

quantity and/or value of the exported goods;

signature, name and position of the end-user;

the date of the end-user certificate;

- end-use and/or non re-export clause, where appropriate;

indication of the end-use of the goods;
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- an undertaking, where appropriate, that the goods being exported will not be used for

purposes other than the declared use;

- an undertaking, where appropriate, that the goods will not be used in the development,
production or use of chemical, biological or nuclear weapons or for missiles capable of
delivering such weapons.

2.1.3 The elements which might be required by a Member State, at their discretion, are inter alia:

- a clause prohibiting re-export of the goods covered in the end-user certificate. Such a

clause could, among other things:

e contain a pure and simple ban on re-export;

e provide that re-export will be subject to agreement in writing of the authorities of the

original exporting country;

e allow for re-export without the prior authorisation of the authorities of the exporting

country to certain countries identified in the end-user certificate;

- full details, where appropriate, of the intermediary;

- if the end-user certificate comes from the government of the country of destination of
the goods, the certificate will be authenticated by the authorities of the exporting
country in order to check the authenticity of the signature and the capacity of the

signatory to make commitments on behalf of its government;

- a commitment by the final consignee to provide the exporting State with a Delivery

Verification certificate upon request.
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Section 2: Assessment of applications for incorporation and re-export

2.2.1 As with all licence applications, Member States shall fully apply the Code of Conduct to
licence applications for goods where it is understood that the goods are to be incorporated into
products for re-export. However, in assessing such applications, Member States will also have

regard inter alia to:

(1) the export control polices and effectiveness of the export control system of the incorporating

country;

(11) the importance of their defence and security relationship with that country;

(ii1))  the materiality and significance of the goods in relation to the goods into which they are to
be incorporated, and in relation to any end-use of the finished products which might give

rise to concern;

(iv)  the ease with which the goods, or significant parts of them, could be removed from the

goods into which they are to be incorporated;

(v) the standing entity to which the goods are to be exported.
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Section 3: Post-shipment verification

2.3.1. Whereas the emphasis of export controls remains on the pre-licensing phase, post-shipment
control can be an important supplementary tool to strengthen the effectiveness of national arms

export control.

Post-shipment measures, e.g. on-site inspections or delivery verification certificates, are particularly
useful tools to help prevent diversion within the buyer country or re-export under undesirable

conditions.

In order to share available information on a voluntary base, Member States implementing post-
shipment control are invited to inform partners about their experience in this field and about

knowledge of general interest gathered by post-shipment measures.
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Section 4: The export of controlled equipment for humanitarian purposes

2.4.1 There are occasions on which Member States consider permitting the export of items on the
Common Military List for humanitarian purposes in circumstances that might otherwise lead to a
denial on the basis of the criteria in the Code of Conduct. In post-conflict areas, certain items can
make important contributions to the safety of the civilian population and to economic
reconstruction. Such exports are not necessarily inconsistent with the criteria. These exports, like all
others, will be considered on a case-by-case basis. Member States will require adequate safeguards

against misuse of such exports and, where appropriate, provisions for repatriation of the equipment.
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Section 5: Definitions

2.5.1 The following definitions apply for the purposes of the Code of Conduct and Operative

252

Provisions:

'Transit: movements in which the goods (military equipment) merely pass through the

territory of a Member State

Transhipment: transit involving the physical operation of unloading goods from the
importing means of transport followed by a reloading (generally) onto another exporting

means of transport

2.5.3 As defined in Article 2 of Council Common Position 2003/468/CFSP,

254

'Brokering activities' are activities of persons and entities:

- negotiating or arranging transactions that may involve the transfer of items on the
EU Common Military List from a third country to any other third country; or

- who buy, sell or arrange the transfer of such items that are in their ownership from

a third country to any other third country.

'Export licence' is a formal authorisation issued by the national licensing authority to

export or transfer military equipment on a temporary or definitive basis. Export licences

include:

- licences for physical exports, including where these are for the purpose of licensed
production of military equipment;

- brokering licences;

- transit or transhipment licences;

- licences for any intangible transfers of software and technology by means such as
electronic media, fax or telephone.

Given the wide divergence in procedures for the processing of applications by the

national licensing authorities of Member States, information exchange obligations (e.g.

denial notifications) should, where appropriate, be fulfilled at the pre-licence stage, e.g.

for preliminary licences and licences to conduct marketing activities or contract

negotiations.

Member States' legislation will indicate in which case an export licence is required."”
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CHAPTER 3 - CRITERIA GUIDANCE

Introduction to all criteria best practices

The purpose of these best practices is to achieve greater consistency among Member States in the
application of the criteria of the EU Code of Conduct on Arms Exports by identifying factors to be
considered when assessing export licence applications. They are intended to share best practice in
the interpretation of the criteria rather than to constitute a set of instructions; individual judgement
is still an essential part of the process, and Member States are fully entitled to apply their own
interpretations. The best practices are for the use of export licensing officials and other officials in
government departments and agencies whose expertise inter alia in regional, legal (e.g. human
rights law, public international law), technical, development as well as security and military related
questions should inform the decision-making

process.

These best practices will be reviewed regularly, or at the request of one or more Member States, or

as a result of any future changes to the wording of the Code of Conduct
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Section 1: Best practices for the interpretation of Criterion 1

How to apply Criterion 1

3.1.1. The EU Code of Conduct applies to all arms exports by Member States. Thus a priori
Criterion 1 applies to exports to all recipient countries without any distinction. However, the best
practices follow the principle that if there is a risk of breach of international commitments or
obligations of Member States or the Community as a whole, a careful analysis of Criterion 1 should

be carried out.

The purpose of Criterion 1 is to ensure in particular that the sanctions decreed by the UN, OSCE or
EU, agreements on non-proliferation and other disarmament agreements, as well as other
international obligations, are respected. All export licences should be assessed on a case-by-case
basis and consideration should be given to Criterion 1 where there are concerns over the

inconsistency with international commitments or obligations.

3.1.2. Information sources: Information on the risk of breach of international commitments or
obligations shall be, first of all, sought from foreign affairs desk officers dealing with the particular
country and with respective non-proliferation, disarmament or export control agreements. Equally
recommended is the opinion of Member States diplomatic missions and other governmental

institutions, including intelligence sources.

A common EU base of information includes country EU HOMs reports, the EU denials database,
EU Watchlist, and EU Council conclusions/statements on respective countries or security issues.
List of UN, OSCE and EU embargoed countries are updated regularly by the Council of the
European Union and can be reached through regular information systems. The general guidelines on
EU non-proliferation policy can be found in the EU Strategy against the proliferation of weapons of

mass destruction, and non-proliferation clauses in bilateral agreements.

Documentation from the United Nations and other relevant organisations such as JAEA and OPCW
would be helpful in defining requirements of particular international regimes or agreements, as well

as in determining policy of the recipient country in this aspect.

A list of relevant Internet websites is contained in Annex 1.
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Elements to consider when forming a judgment

3.1.3. Examination of Criterion 1 reveals that the following issues should be taken into account in

the assessment:

(2)

(b)

the international obligations of Member States and their commitments to enforce United

Nations, Organisation for Security and Cooperation in Furope and EFuropean Union arms

embargoes

Member States should check the stated or probable destination of export and the location of
end user against the embargoes enforced by UN, OSCE and EU. As the list of embargoed
countries, non-state entities and individuals (such as terrorist groups and terrorists) is subject
to regular changes, the utmost care should be given to take recent developments into

account.

Countries, non-state entities and individuals subject to UN, OSCE and EU sanctions overlap
to a large extent. However, the list of goods (both military and dual use) under several
embargoes towards the same end-user may vary and the restrictions imposed may be either
mandatory or non-mandatory. To assure unified EU interpretation of the scope of legally
binding UN sanctions, relevant Security Council resolutions are incorporated into the EU
law in the form of Council Common Position, and, where required, Council Regulation.
Thus, in case of uncertainties concerning interpretation of mandatory UN sanctions, EU
sanctions list should be consulted. As far as non-legally binding UN and OSCE sanctions

are concerned, the interpretation is left to Member States.
When forming a judgment on issuing a license, in order to avoid conflicts with its
international obligations, Member States should follow the strictest restrictions that are

binding or applicable to them.

the international obligations of Member States under the Nuclear Non-Proliferation Treaty,

the Biological and Toxin Weapons Convention and the Chemical Weapons Convention
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TREATY ON THE NON-PROLIFERATION OF NUCLEAR WEAPONS (NPT)

NPT is a legally binding treaty. It acknowledges that States Parties have the right to
participate in the fullest possible exchange of equipment, material and related information
for the peaceful uses of nuclear energy. However, Article I of NPT puts an obligation on
nuclear-weapon-States (NWS) not to transfer to any recipient whatsoever nuclear weapons
or other nuclear devices. Under Article III paragraph 2 of NPT, nuclear-weapon-States and
non-nuclear-weapon-States (NNWS) undertook not to transfer source or special fissionable
material or equipment or material especially designed or prepared for the processing, use or
production of special fissionable material, to any NNWS for peaceful purposes unless these

items are subject to appropriate (IAEA) safeguards.

Items, material and equipment falling under the scope of the Treaty (Article I and III) :
e nuclear weapons or other nuclear explosive devices;

e source or special fissionable material;

e cquipment or material especially designed or prepared for the processing, use or

production of special fissionable material.

The NPT does not give a definition or specify detailed lists of the above devices and items.
As for nuclear weapons or other nuclear explosive devices an UNIDIR' publication gives
the following definition: Nuclear weapon is a weapon consisting of a nuclear explosive and
a delivery system; nuclear explosive is a device that releases energy through nuclear fission
or fission and fusion reaction (delivery system for nuclear explosives could be aerial bombs,
ballistic and cruise missiles, artillery shells, naval mines and torpedoes, and landmines). For
definition of the source or special fissionable material one should refer to the Statute of the
IAEA (Article XX). Relevant information on nuclear and nuclear dual-use items and
technologies can be found in the control lists of the Nuclear Suppliers Group and the
Zangger Committee, as well as in the EU Military List (category ML 7a) and the annex of
the Council Regulation EC No 1334/2000 setting up a Community regime for the control of
exports of dual-use items and technology as well as relevant Council Regulations imposing

sanctions against certain countries..

' Coming to terms with security, A Lexicon for Arms Control, Disarmement and Confidence Building (2004), UNIDIR
Publication.

10684/1/07 REV 1 (en) 27
DGE WMD EN



When forming a judgement on issuing a licence for goods and technologies covered by
NPT, Members States should take into consideration whether the country of destination is a

State Party to the NPT and the necessary IAEA safeguards are in force.

BIOLOGICAL AND TOXIN WEAPONS CONVENTION (BTWC)

BTWC is a legally binding treaty that bans the development, production, stockpiling,
acquisition and retention of biological and toxin weapons and their means of delivery.
However, it should be noted that under Article X of the Convention States Parties have the
right to participate in the fullest possible exchange of equipment, material and related

information in case it is intended for peaceful purposes.

The scope of the BTWC covers the following items (Article I):

e microbial or other biological agents, or toxins whatever their origin or method of
production, of types and in quantities that have no justification for prophylactic,
protective or other peaceful purposes;

e weapons, equipment or means of delivery designed to use such agents or toxins for

hostile purposes or in armed conflict.

The BTWC itself does not include a detailed list of the above items. Relevant information
can be found in the EU Military List (ML 7), Australia Group control lists and in Annex I of
Council Regulation EC No 1334/2000 setting up a Community regime for the control of

exports of dual-use items and technology.

When forming a judgement on issuing a licence for goods and technologies covered by

BTWC, it should be taken into consideration that, according to BTWC:

e Export applications for biological agents of types and in quantities that have no
justification for prophylactic, protective or other peaceful purposes are to be denied.
(Possible peaceful purposes could be disease control or public health measures.)

e The transfer of any type of conventional weapon, military equipment or means of
delivery designed to use such agents for hostile purposes or in armed conflict is

forbidden.
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CHEMICAL WEAPONS CONVENTION (CWC)

CWC is a legally binding treaty that bans the development, production, stockpiling, transfer
and use of chemical weapons, and also stipulates their timely destruction. At the same time,
it underlines the right of States Parties to participate in the international exchange of
scientific information, chemicals and equipment for the purposes not prohibited in the

Convention.

Chemical weapons mean as defined in Article IT of CWC the following, together or

separately:

e toxic chemicals (chemicals that can cause death, temporary incapacitation) and their
precursors, except where intended for purposes not prohibited under CWC;

e munitions and devices, specifically designed to cause death or other harm through the
toxic properties of those toxic chemicals specified above, which would be released as a
result of the employment of such munitions and devices;

e any equipment specifically designed for use directly in connection with the employment

of munitions and devices specified above.

The Convention has a comprehensive Annex on chemicals, forming an integral part of the
CWC. Relevant information can also be found in the EU Military List (ML 7), Australia
Group control lists and in Annex I of Council Regulation EC No 1334/2000 setting up a

Community regime for the control of exports of dual-use items and technology.

When forming a judgement on issuing a licence for goods covered by CWC, Members
States should consider the following but non-exhaustive list of elements:
e General obligation of States Parties is to deny the transfer of chemical weapons as

specified in Article IT of CWC.
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e The CWC Annex on chemicals comprises three so-called Schedules (chemical lists). The
transfer regime for Schedule 1, Schedule 2 and Schedule 3 is detailed respectively in
Part VI, Part VII and Part VIII of the CWC Verification Annex. Given the fact that there
is overlap between ML7 list and the CWC Schedules, as a first step it should be
determined whether the ML7 chemical agent or precursor in question is on the CWC
schedules lists or not. Subsequently in case of an export application for a CWC schedule
chemical the transfer rules as set out in the corresponding Part of the CWC Verification
Annex should be followed.

e Research, medical, pharmaceutical or protective purposes are not prohibited under

CWC.

the commitments of Member States in the framework of the Australia Group, the Missile

Technology Control Regime, the Nuclear Suppliers Group, the Wassenaar Arrangement

Council regulation (EC) No 1334/2000 of 22 June 2000 set up a Community regime for
control of exports of dual-use items and technology. The regulation contains in the annex a
total list of all products subject to export controls and a list of the most critical dual-use
products, which are subject to even more stringent rules. These lists could be used as a
reference for most of the items covered by the Australia Group, the Missile Technology
Control Regime, the Zangger Committee, the Nuclear Suppliers Group, the

Wassenaar Arrangement and The Hague Code of Conduct against Ballistic Missile

Proliferation.

THE AUSTRALIA GROUP (AG)

AG is an informal arrangement. Participants do not undertake any legally binding
obligations: the effectiveness of the cooperation between participants depends solely on
their commitment to chemical and biological weapons (CBW) non-proliferation goals and

national measures aiming at preventing the spread of CBW.
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The AG “no undercut policy” is the core element of the members’ commitments intended to

ensure a common approach to controls on CBW-related exports. If one member denies an

export of an AG-listed item for CBW non-proliferation reasons, all other members agree not

to approve essentially identical export license applications without first consulting with the

member that issued the original denial.

The transfer of AG-controlled chemicals or biological agents should only be authorized

when the exporting member country is satisfied that there will be no CBW-related end use.

When forming a judgement on issuing a transfer licence, Member States should consider the

following but non-exhaustive list of elements:

The significance of the transfer in terms of the potential development, production or
stockpiling of chemical or biological weapons;

Whether the equipment, material, or related technology to be transferred is appropriate
for the stated end-use;

Whether there appears to be a significant risk of diversion to chemical or biological
weapons programs;

Whether a transfer has been previously denied to the end-user or whether the end-user
has diverted for purposes inconsistent with non-proliferation goals any transfer
previously authorized;

Whether there are good grounds for suspecting that the recipients have been engaged in
clandestine or illegal procurement activities;

Whether there are good grounds for suspecting, or it is known, that the recipient state
has or is pursuing chemical or biological warfare programs;

Whether the end-user is capable of securely handling and storing the item transferred;
Whether the exported goods are not intended for re-export. If re-exported, the goods
would be properly controlled by the recipient government and satisfactory assurances
that its consent will be secured prior to any retransfer to a third country would be

obtained;
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e Whether the recipient state as well as any intermediary states have effective export
control systems;

e Whether the recipient state is a party to the Chemical Weapons Convention or Biological
and Toxin Weapons Convention and is in compliance with its obligations under these
treaties;

e Whether governmental actions, statements, and policies of the recipient state are
supportive of chemical and biological weapons non-proliferation and whether the
recipient state is in compliance with its international obligations in the field of non-

proliferation.

MISSILE TECHNOLOGY CONTROL REGIME (MTCR)

The MTCR is an informal arrangement between countries which share the goals of non-
proliferation of unmanned delivery systems capable of delivering weapons of mass
destruction, and which seek to co-ordinate national export licensing efforts aimed at
preventing their proliferation. The MTCR rests on adherence to common export policy
guidelines (the MTCR Guidelines) applied to an integral common list of controlled items
(the MTCR Equipment, Software and Technology Annex). Each member country has
implemented the Guidelines in accordance with its national legislation and decisions on

transfer applications are taken at the national level.

In the evaluation of transfer applications for Annex items, Member States shall take the
following factors into account:

e Concerns about the proliferation of weapons of mass destruction;

e The capabilities and objectives of the missile and space programs of the recipient state;
e The significance of the transfer in terms of the potential development of delivery

systems (other than manned aircraft) for weapons of mass destruction;
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e The assessment of the end use of the transfers. Where the transfer could contribute to a
delivery system for weapons of mass destruction, transfers should only be authorised on
receipt of appropriate assurances from the Government of the recipient State that:

- The items will be used only for the purpose stated and that such use will not be
modified nor the items modified or replicated without the prior consent of the
authorising Government;

- Neither the items nor replicas nor derivatives thereof will be re transferred without
the consent of the authorising Government;

e The applicability of relevant multilateral agreements;

e The risk of controlled items falling into the hands of terrorist groups and individuals;

e Ifadenial is issued by another member country for an essentially identical transfer, all
other members agree not to approve essentially identical export license applications

without first consulting with the member that issued the original denial.

THE NUCLEAR SUPPLIERS GROUP (NSG)

NSG is an informal arrangement, whose members seek to contribute to the non-proliferation
of nuclear weapons through the implementation of Guidelines for nuclear exports and
nuclear related exports. The NSG Guidelines are implemented by each Participating
Government in accordance with its national laws and practices. Decisions on export
applications are taken at the national level in accordance with national export licensing

requirements.

The Basic Principle is that suppliers should not authorise transfers of equipment, materials,
software, or related technology identified in the Annex:
e for use in a non-nuclear-weapon state in nuclear explosive activity or an unsafeguarded

nuclear fuel-cycle activity, or
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in general, when there is an unacceptable risk of diversion to such an activity, or when
the transfers are contrary to the objective of averting the proliferation of nuclear
weapons, or

when there is an unacceptable risk of diversion to acts of nuclear terrorism.

In considering whether to authorise nuclear or nuclear-related transfers, in accordance with

NSG, Member States should exercise prudence in order to carry out the Basic Principle and

should take relevant factors into account, including:

Whether the recipient state is a party to the NPT or to the Treaty for the Prohibition of
Nuclear Weapons in Latin America, or to a similar international legally-binding nuclear
non-proliferation agreement, and has an IAEA safeguards agreement in force applicable
to all its peaceful nuclear activities;

Whether any recipient state that is not party to the NPT, Treaty for the Prohibition of
Nuclear Weapons in Latin America, or a similar international legally-binding nuclear
non-proliferation agreement has any unsafeguarded nuclear fuel-cycle activity, which is
not subject to IAEA safeguards;

Whether the nuclear related technology to be transferred is appropriate for the stated
end-use and whether that stated end-use is appropriate for the end-user;

Whether the nuclear related technology to be transferred is to be used in research on or
development, design, manufacture, construction, operation, or maintenance of any
reprocessing or enrichment facility;

Whether governmental actions, statements, and policies of the recipient state are
supportive of nuclear non-proliferation and whether the recipient state is in compliance
with its international obligations in the field of non-proliferation;

Whether the recipients have been engaged in clandestine or illegal activities; and
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e Whether a transfer has not been authorised to the end-user or whether the end-user has
diverted for purposes inconsistent with the Guidelines any transfer previously
authorised.

e Whether there is reason to believe that there is a risk of diversion to acts of nuclear
terrorism;

e  Whether there is a risk of retransfers of equipment, material, software, or related
technology identified in the Annex or of transfers on any replica thereof contrary to the
Basic Principle, as a result of a failure by the recipient State to develop and maintain
appropriate, effective national export and transhipment controls, as identified by UNSC

Resolution 1540.

THE WASSENAAR ARRANGEMENT (WA)

WA on Export Controls for Conventional Arms and Dual-Use Goods and Technologies is
an informal export control regime. Membership in WA does not create legal obligations for
Participating States. The decision to transfer or deny transfer of any item is the sole
responsibility of each Participating State. All measures with respect to the Arrangement are
taken in accordance with national legislation and policies, and are implemented on the basis

of national discretion.

National policies, including decisions to approve or refuse license, are guided by Best
Practices, Guidelines or Elements agreed within the Arrangement. To date Participating
States have adopted Elements for Objective Analysis and Advice Concerning Potentially
Destabilising Accumulations of Conventional Weapons, Statement of Understanding on
Intangible Transfers of Software and Technology, Best Practice Guidelines for Exports of
Small Arms and Light Weapons (SALW), Elements for Export Controls of Man-Portable
Air Defence Systems (MANPADS) and Statement of Understanding on Control of Non-
Listed Dual-Use Items”.

? For full texts of these documents please see the WA Website (http://www.wassenaar.org/guidelines).
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In considering whether to authorise transfers of goods listed by WA, Member States should

take into account that principle commitments under WA include:

¢ maintaining national export controls on items listed in the Control Lists;

e cxchanging, on a voluntary basis, information that enhances transparency on arms
transfers, as well as on sensitive dual-use goods and technologies;

e for items in Munitions list exchanging information every six months on deliveries to
non-participating states of conventional arms;

e for items in the Dual-Use List notifying all licences denied to non-participating states, on
an aggregate basis, twice per year;

e for items in the List of Sensitive Items and the List of Very Sensitive Items, notifying all
licences denied to non-participating states on an individual basis and all licenses issued
to non-participating states, on an aggregate basis, twice per year;

e notifying Participating States of an approval of a licence which has been denied by
another Participating State for an essentially identical transaction during the last three
years (undercut notification). The decision to transfer or deny transfer of any item is the

sole responsibility of each Participating State.

Although not mentioned in Criterion 1 of the EU Code of Conduct on Arms Exports, the
Zangger Committee and the Hague Code of Conduct against the Proliferation of Ballistic
Missiles are of considerable importance when forming a judgement with regard to

Criterion 1:

ZANGGER COMMITTEE

The Zangger Committee is an informal arrangement which significantly contributes to the
interpretation of article III, paragraph 2, of the Nuclear Non-Proliferation Treaty (NPT) and
thereby offers guidance to all parties to the Treaty.

In the evaluation of transfer applications for items covered by the Zangger Committee,

Member States shall take the following factors into account:

e Provision of source or special fissionable material to any non-nuclear-weapon State for
peaceful purposes is not allowed unless the source or special fissionable material is
subject to safeguards under an agreement with the International Atomic Energy Agency

(IAEA);
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e If the Government wishes to supply source or special fissionable material for peaceful
purposes to such a State, it will:
- specify to the recipient State, as a condition of supply, that the source or special
fissionable material or special fissionable material produced in or by the use thereof

shall not be diverted to nuclear weapons or other nuclear explosive devices; and

- satisfy itself that safeguards to that end, under an agreement with the Agency and in
accordance with its safeguards system, will be applied to the source or special
fissionable material in question;

e In the case of direct exports of source or special fissionable material to non-nuclear-
weapon States not party to the NPT, the Government will satisfy itself, before
authorising the export of the material in question, that such material will be subject to a
safeguards agreement with the IAEA as soon as the recipient State takes over
responsibility for the material, but no later than the time the material reaches its
destination;

e The Government, when exporting source or special fissionable material to a nuclear-
weapon State not party to the NPT, will require satisfactory assurances that the material
will not be re-exported to a non-nuclear-weapon State not party to the NPT unless
arrangements are made for the acceptance of IAEA safeguards by the State receiving
such re-export;

e An Annual Return regarding exports of source and fissionable material to non-nuclear-

weapon States not party to the NPT shall be submitted.

HAGUE CODE OF CONDUCT AGAINST THE PROLIFERATION OF BALLISTIC
MISSILES (HCoC)

The HCoC is a politically binding non-proliferation instrument which addresses the problem
of ballistic missiles capable of delivering WMD. A central aim of the Code is to increase
transparency and confidence among Subscribing States by implementing specific confidence
building measures, namely pre-launch notifications of ballistic missile and space-launch
vehicle launches and annual declarations of ballistic missile and space launch vehicle

policies.
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When forming a judgement on issuing a licence, Member States should take into

consideration whether or not a state has subscribed to the HcoC and its core principles:

e The urgency to prevent and curb the proliferation of ballistic missiles capable of
delivering WMD;

e The importance of strengthening multilateral disarmament and non-proliferation
Instruments;

e The recognition that States should not be excluded from utilising the benefits of space
for peaceful purposes, but that in doing so, they must not contribute to the proliferation
of ballistic missiles capable of delivering WMD;

e The necessity of appropriate transparency measures on ballistic missile and space launch

vehicle programmes.

(d) the commitment of Member States not to export any form of anti-personnel landmine

The most comprehensive international instrument dealing with anti-personnel mines is the
1997 Convention on the Prohibition of the Use, Stockpiling, Production and Transfer of
Anti-Personnel Mines and on Their Destruction (so called Ottawa Convention). State Parties
to the Convention took on the obligation, among others, not to export anti-personnel mines,
except for the purpose of destruction. In addition, they agreed not to assist, encourage or

induce, in any way, anyone to engage in any activity prohibited to a State Party.

Some countries, although not State Parties to the Ottawa Convention, announced an export

moratorium on anti-personnel landmines.

When forming a judgement on issuing a licence, in accordance with their international
obligations, Member States who are State Parties to the Ottawa Convention or, alternatively,
took on the political obligation not to export anti-personnel landmines, shall refuse such an

export, unless it is deemed for purpose of destruction.

3.1.4. Arriving at a judgment. Based on the assessment presented above, Member States will
reach a judgment as to whether the export would represent a breach of international commitments

and obligations of the Member State or the Community, and if it should be refused.
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ANNEX 1 (to Chapter 3 Section 1)

Non-exhaustive list of Internet websites of relevant information sources includes:

List of EU sanctions (DG External Relations, Council of the EU):
http://ec.europa.eu/comm/external_relations/cfsp/sanctions/measures.htm

List of embargoes in force (SIPRI):
http://www.sipri.org/contents/armstrad/embargoes.html

International Atomic Energy Agency (NPT):
WWwWw.iaea.org

The United Nations Office at Geneva (Disarmament, BTWC):
www.unog.ch

Organisation for the Prohibition of Chemical Weapons (CWC):
WWW.O0PCW.Org

International Campaign To Ban Landmines:
www.icbl.org

Geneva International Centre for Humanitarian Demining:
www.gichd.ch

Australia Group:
www.australiagroup.net

MTCR:
www.mtcr.info

Zangger Committee:
WWWw.zanggercommittee.org

Nuclear Suppliers Group:
www.nuclearsuppliersgroup.org

Wassenaar Arrangement:
WWW.wassenaar.org

Hague Code of Conduct against the Proliferation of Ballistic Missiles (HCOC):

www.bmaa.gv.at

10684/1/07 REV 1 (en)
DGE WMD

39
EN



Section 2: Best practices for the interpretation of Criterion 2

How to apply Criterion 2

3.2.1 The EU Code of Conduct applies to ALL arms exports by Member States. Thus a priori Criterion 2
applies to exports to all recipient countries without any distinction. However, because Criterion 2 establishes
a link with the respect for human rights by the recipient country, special attention should be given to arms

exports to countries where there are indications of human rights violations.

3.2.2  Information sources: A common EU base of information sources available to all Member States
consists of EU HOMs reports, EU human rights fact sheets and in certain cases EU Council
statements/conclusions on the respective recipient countries. These documents normally already take into
account information available from other international bodies and information sources. However, because
of the essential case-by- case analysis and the specificity of each licence application, additional information

might be obtained as appropriate from:

e Member States diplomatic missions and other governmental institutions,

e Documentation from the United Nations, the ICRC and other international and regional bodies,
e Reports from international NGOs,

e Reports from local human rights NGOs and other reliable local sources,

e Information from civil society.

Furthermore the EU has designed and adopted specific guidelines to serve as a framework for protecting and
promoting human rights in third countries, such as the Guidelines on the death penalty, torture, children and
armed conflict and human rights defenders. A non-exhaustive list of relevant internet websites is contained

in Annex L.

Elements to consider when forming a judgement

3.2.3  Key concepts: Examination of Criterion 2 reveals several key concepts which should be taken into

account in any assessment, and which are highlighted in the following text.

“Having assessed the recipient country's attitude towards relevant principles established by international

human rights instruments, Member States will:
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(a) notissue an export licence if there is a clear risk that the proposed export might be used for
internal repression.

(b) exercise special caution and vigilance in issuing licences, on a case-by-case basis and taking
account of the nature of the equipment, to countries where serious violations of human rights

have been established by the competent bodies of the UN, the Council of Europe or by the EU.

For these purposes, equipment which might be used for internal repression will include, inter alia, equipment
where there is evidence of the use of this or similar equipment for internal repression by the proposed end-
user, or where there is reason to believe that the equipment will be diverted from its stated end-use or end-
user and used for internal repression. In line with paragraph 1 of the Operative Provisions of this Code, the
nature of the equipment will be considered carefully, particularly if it is intended for internal security
purposes. Internal repression includes, inter alia, torture and other cruel, inhuman and degrading treatment or
punishment, summary or arbitrary executions, disappearances, arbitrary detentions and other major
violations of human rights and fundamental freedoms as set out in relevant international human rights
instruments, including the Universal Declaration on Human Rights and the International Covenant on Civil

and Political Rights.”

In assessing whether there is a clear risk that a proposed export might be used for internal repression
Member States should consider the current and past record of the proposed end- user with regard to respect
for human rights and that of the recipient country in general. The latter includes the policy line of recipient
country’s government; recent significant developments, including inter alia impact of "fight against
terrorism”; effective protection of human rights in constitution; human rights training among key actors (e.g.
law enforcement agencies); impunity for human rights violations; independent monitoring bodies and

national institutions for promotion or protection of human rights.

3.2.4. International human rights instruments: A non-exhaustive list of the main international and

regional instruments is contained in Annex II.

These instruments and their respective additional protocols represent the main international norms and
standards in the areas of human rights and fundamental freedoms. They guarantee civil and political rights
(such as inter alia right to life; prohibition of slavery and forced labour; liberty and security of person;
equality before the law; fair trial and effective remedy; freedom of expression and information; freedom of
assembly; freedom of movement; freedom of thought, conscience and religion; right to seek and enjoy
asylum); women’s rights; children’s rights; non-discrimination; rights of minorities and indigenous peoples;

economic, social and cultural rights.
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3.2.5 The recipient country's attitude: The following indicators should, as appropriate, be taken into
account when assessing a country’s respect for, and observance of all human rights and fundamental

freedoms:

e the commitment of the recipient country’s Government to respect and improve human rights and to
bring human rights violators to justice

o the implementation record of relevant international and regional human rights instruments through
national policy and practice

e the ratification record of the country in question with regard to relevant international and regional
human rights instruments

o the degree of cooperation with international and regional human rights mechanisms (eg UN treaty
bodies and special procedures)

o the political will to discuss domestic human rights issues in a transparent manner, for instance in the

form of bilateral or multilateral dialogues, with the EU or with other partners including civil society

3.2.6  Serious violations of human rights: In the 